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GLOBAL ADMIN GUIDE

INTRODUCTION

The Microsoft Teams integration extends Business Cloud Communications voice
services to the Teams native dial pad. Users get the productivity benefits of having all
their communication tools in the same place — calling, messaging, meetings, and more —
across multiple devices. BCC maintains full control of each call, resulting in consistent
call routing policies, user presence management, and metrics.

How it works

The Alianza for Microsoft Teams integration uses Direct Routing-as-a-Service (DRaaS),
cloud-based SBC technology, to connect your PBX to the Microsoft Teams app. With this
capability, users' voice services, including their existing phone number and extension, can
connect to the PSTN in the Teams native dial pad — all without expensive Microsoft
Calling Plans or building and maintaining your own Direct Routing system.

B® Microsoft 365

N 5
ALIANZA <.>¢

Cloud Communicatlons Platform

v

VIDEO CALLS

Direct Routing is not involved in the transport or routing of video calls. As video calls can only be routed
over the Microsoft network, they can take place only between two Teams users.
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Global Admin role

The Cymbus Global Admin is the one Microsoft 365 superuser who is authorized to
manage the Microsoft Teams integration for your account. This user is responsible for
setting up the integration and syncing user data on an as-needed basis.

Setup and ongoing sync management of the Alianza for Microsoft Teams integration
requires specific changes be made in both your Microsoft 365 tenant and Business Cloud
Communications account. For this reason, the administrator must be an Account
Manager or Admin end user in the Voice Portal AND a Global Admin (superuser) on the
organization's Microsoft 365 tenant.

Responsibilities
The Global Admin user is responsible for the following:

1. Setting up and authorizing the integration between Business Cloud Communications
and Microsoft Teams. See Integration Setup.

2. Initial user license mapping.

3. After the initial setup, any Account Manager or Admin end user can update user
licenses when needed, but the changes will not be applied to Teams until the Global
Admin user syncs the integration. See User Management.

4. Syncing the integration on an as-needed basis. See Sync Management.

Double authentication

When the Cymbus Global Admin user clicks Sync Now in the integration portal, they are
asked to log in to Microsoft 365, at which point the integration checks the user's
credentials for both Cymbus and Microsoft to confirm that they are, in fact, the person
authorized to perform the sync.

Because of this double authentication, only the Cymbus Global Admin has the authority
to sync integration data between Cymbus and Microsoft Teams. The sync cannot be
performed by any other Global Admin in the Microsoft tenant, and the role cannot be
assigned to multiple users.

IMPORTANT

If you have been assigned as the Cymbus Global Admin but do not have superuser access in your
organization's Microsoft Office tenant, please notify your Cymbus service provider so this role can be
reassigned to a user with the required access.

© 2023 Cymbus, Inc. 4 3 Cymbus
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INTEGRATION SETUP

When the Microsoft Teams integration is enabled on your account, an email invitation will
be sent to the Cymbus Global Admin with instructions to enable and set up the Microsoft
Teams integration in the end user portal. The instructions are detailed below.

L

s TIP
@ For best results, use Google Chrome or Firefox and disable any pop-up blockers.

Enable the Microsoft Teams integration

1. Log in to the Cymbus Voice Portal.

2. Go to the Microsoft Teams page and click [Setup] on the right to open the integration
portal in another tab.

Account

TeleCom Power BCC Microsoft Teams Integration
G&  Business Cloud >
=2 Microsoft Teams

The Global Admin user has been invited to authorize and set up the Microsoft Teams integration for this account in a third-party portal

€D Account History Once the initial sync is complete, you can link user licenses below to enable services.

Settings > Global Admin: Sarah Jane ()

3. Once the integration portal loads, click [Sync Now — Changes Queued)].

% Cyl I lbus Business Cloud (Documentation Demo) -
Sync Administrator —
When instructed by your service provider, please click the sync button to the right and sign in when prompted.

When you click Sync Now, two requests are made to grant permission for the integration to set up and
modify users' phone numbers and voice routing policies in your Microsoft 365 tenant. By accepting
these requests, an access token is taken from your session by the portal and is used by the automatic
configuration process. Microsoft has limited the use of this token to approximately 60-90 minutes.
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4. When asked to sign in, enter the email address and password for the Microsoft 365
tenant for which you are enabling the integration. You must be a Global Admin user
on this account, or the sync will not work.

B2 Microsoft
Sign in

Email or phone | &

Can't access your account?

Qh Sign-in options

5. In a pop-up, Microsoft will ask you to grant permission for the integration to view and
maintain access to data in your Microsoft 365 tenant on behalf of your organization.
If you don't see this window, make sure your browser allows pop-ups.

Check Consent on behalf of your organization and click [Accept].

& login.microsoftonline.com,

B Microsoft
youremailaddress@domain.com

Permissions requested

T Cymbus2Teams
zears unverified

This application is not published by Microsoft or your
organization.

This app would like to:
o View users’ basic profile

v Maintain access to data you have given it access to

Consent on behalf of your erganization

If you aceept, this app will get access to the specified resources for all
users in your organization, No one else will be prompted to review these
permissions,

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. The
publisher has not provided links te their terms for you to review. You
can change these permissions at https://myapps.microsoft.com.

Only accept if you trust the publisher and if you selected this app from a
store or website you trust. Micresoft is not invelved in licensing this app
to you. Hide details

Does this 2pp look suspicious? Report it here

e

It will take a few minutes for Microsoft Teams data to populate in the Cymbus Voice
Portal. If you get an error or the data doesn't load within 24 hours, please contact your
Cymbus service provider for assistance.
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Map user licenses

Next, to enable voice services in the Microsoft Teams app, map voice users to Microsoft

365 licenses.

You can map only as many users as you have integration licenses. For example, if you
have 10 Microsoft Teams users and 5 integration licenses, only 5 BCC users can be
mapped. If you need additional licenses, please contact your Cymbus administrator.

1. Go back to the Cymbus Voice Portal tab in your browser.

2. On the Microsoft Teams page, map voice portal users on the left to Microsoft Teams
licenses on the right. For users who do not have a Microsoft Teams license, leave
blank or select None.

- Only 10 users are shown per page, so be sure to go through every page until
each user is mapped appropriately.

- Microsoft users who have a Calling Plan will not be displayed in the list.

3. Scroll down and click [Save] at the bottom of the page to save the changes.

Name 4 Email & Extension Microsoft Teams User
alexander@momo808.onmicrosoft.com )
Alex Altaraireh
Alex Alta Ext 7777
drJose@momo808.onmicrosoft.com
Jose Alaracon
Jose Alarcon Ext. 2000
Migi Sanchez drMiguel@momo808.onmicrosoft.com Select the user's Microsoft Teams account
Ext. 2001
None
. drMimi@momo808.onmicrosoft.com
Mimi Lyer Ext. 2002 lalo Alarcom (drAlarcon@momo808.onmic...
Miguel Sanchez (drMiguel@momoB808.on...
Mo Altag08 moa@momo808.onmicrosoft.com o o .
Exi. 8888 Mimi Lyer (drMimi@momo808.onmicrosoft..
Mo CallQ Ext. 2222
hems per page: 10 1-60f6

© 2023 Cymbus, Inc.
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Sync the integration

While any Admin user can update the user license mapping, only the Global Admin can
sync the integration and apply the changes to Microsoft Teams.

1. On the Microsoft Teams page in the Voice Portal, click [Sync Users] or [Sync Needed]
to open the integration portal in your browser.

s satus © — D

Action Needed: Sync Needed

Global Admin: Sarah Jane o

2. Click [Sync Now — Changes Queued].

3 Cymbus Business Cloud (Documentation Demo) -
Sync Administrator

When instructed by your service provider, please click the sync button to the right and sign in when prompted.

3. When asked to sign in, enter or select the linked Microsoft Account for which you are
a Global Admin user. Microsoft access credentials are not stored by the portal.

4. In a pop-up window, Microsoft will ask you to grant a second set of permissions, this
time to allow the integration access to Microsoft Teams data and the directory as
the signed in user (you). This is required to add the configuration files required to
enable voice calling for your users.

Check Consent on behalf of your organization, then click [Accept].

© 2023 Cymbus, Inc. 8 3 CymbUS
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login.microsoftonline.com,

B® Microsoft
youremailaddress@domain.com

Permissions requested

Cymbus2Teams Sync
zreams unverified

This app may be risky. Only continue if you trust this
app. Learn more

This app would like to:

v Access Microsoft Teams and Skype for Business data as the
signed in user

~~ Access directory as the signed in user

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review these
permissians.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. The
publisher has not provided links to their terms for you to review. You
can change these permissions at https://myapps.microsoft.com.

Only accept if you trust the publisher and if you selected this app from a
store or website you trust. Microsoft is not invelved in licensing this app
to you. Hide details

Does this app look suspicious? Report it here

It may take up to 10 minutes to sync the user data between services. Once the sync is
complete, mapped users can place and receive calls in the Microsoft Teams app using
their Business Cloud Communication voice service.

IMPORTANT

In some cases, it may take up to 2 hours after the sync before Teams users can use the dial pad to
make and receive calls. If your users do not have service after 2 hours, contact Customer Support.

© 2023 Cymbus, Inc. 9 3 Cymbus
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SYNC MANAGEMENT

Once the integration is set up, it should need to be updated and synced only when user
mapping changes are required. For example, if a user leaves the organization or no longer
needs the app, their integration license can be reassigned to another BCC user.

Any Account Manager or Admin end user on the account can update and save user
license mapping (see Map user licenses for instructions). However, only the Global Admin
can sync the integration and apply the changes to Microsoft Teams.

What syncing does

The Sync Now function does the following:

« Reads data from the customer's Microsoft 365 tenant to discover users who have
Phone System licenses. These users are included in the Microsoft Users drop-down
menu and can be mapped to integration licenses.

- Reads data from the customer's Alianza account to sync any user changes (license
mapping, phone numbers and extensions, call handling settings, voicemail, etc.) with
Teams.

« Logs all activities performed by the automatic configuration process. If necessary,
Alianza's technical support team can look at these logs to troubleshoot a problem
with the integration.

Sync reminder emails

Whenever unsynced changes are pending or a sync has failed, a sync reminder email will
be sent to the Global Admin user with instructions to sync the integration. It is important
for the sync to be processed as soon as possible. A reminder email will be sent once per
day until the sync is completed successfully.

The Global Admin will not be notified of any user changes (such as a user being deleted)
on the Microsoft side of the integration. However, if any such changes are made, they will
need to sync the integration for those changes to be seen on the Cymbus side. Please
work with your organization to know when this needs to be done.

See also: Email Notifications

© 2023 Cymbus, Inc. 10 3 Cymbus
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How to sync the integration

When you receive a sync reminder email, follow these steps to sync the integration.

1. Do one of the following to access the integration portal:
- Godirectly to http://admin.teams.cymbus.com/.

- Log in to the Cymbus Voice Portal, go to the Microsoft Teams page, and click
[Sync Users] or [Sync Needed].

Sync Status @ N syncusers 5]

Last sync: Feb 17, 2023, 2:42 PM
Last Sync Status: Successful
Action Needed: None

Global Admin: Sarah Jane @)

2. In the integration portal, click [Sync Now — Changes Queued].

“tCcymbus s o GncumentaionDeme) &
Sync Administrator —
When instructed by your service provider, please dlick the sync button to the right and sign in when prompted.

3. When asked to sign in, enter or select the linked Microsoft account for which you are
a Global Admin user to authorize the sync.

Once the sync is complete, the changes will be applied to Microsoft Teams. Mapped
users can place and receive calls in the Microsoft Teams app using their Business Cloud
Communication voice service.

CONTACT CUSTOMER SUPPORT

Please contact customer support to change the number of integration licenses or remove the
integration from the account entirely.

© 2023 Cymbus, Inc. 11 "3 CymbUS
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USER MANAGEMENT

The integration is managed Account > Microsoft Teams. Here, any end user Admin or
Account Manager can view and update the sync status, name of the Global Admin user,
and user license mapping for the integration. However, only the Global Admin user can
sync the integration to apply the changes to Teams.

Account

Business Cloud Microsoft Teams Integration

Business Cloud >

Microsoft Teams

T

Sync Status o SyncUsers 3]

ai

Call History
Last sync:Feb 17, 2023, 2:42 PM

©

Account History
Last Sync Status: Successful

Settings >
Action Needed:None

Global Admin:Sarah Jane o

Name 4 Email & Extension Microsoft Teams User

Sarah Jane Ext. 2424 Sarah Jane
Mickey Smith Ext. 2223 Mickey Smith

Donna Noble Ext. 2010 Donna Noble

Mapping users to licenses

You can map (link) as many users as the account has integration licenses. For example, if
the account has 10 Microsoft Teams users and 5 integration licenses, only 5 BCC users
can be mapped. If additional licenses are required, contact your Cymbus administrator
for assistance.

1. Go to Account > Microsoft Teams. BCC users are listed on the left, and the Microsoft
Teams users who have the prerequisite Teams Phone license (E5 or an add-on) are
in the drop-down menu on the right.

2. ldentify which voice users should use an integration license, then select their
Microsoft Teams license from the drop-down menu on the right.
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3. For users who do not have a Microsoft Teams license or should not use the
integration, select None or leave blank.

4. Only 10 users are shown per page, so be sure to go through every page until each
user who needs the Microsoft Teams integration is mapped appropriately.

5. Scroll down and click [Save] at the bottom of the page to save the changes.

Account

Business Cloud Microsoft Teams Integration
Yocumentation Demo
Business Cloud >
= Microsoft Teams
ded
A Call History Sync Status o
Action Needed: Sync Needed
£ Account History

Global Admin: Sarah Jane o
=3 Settings >

Name Email & Extension Microsoft Teams User

Select the user's Microsoft Teams account
Voice user
sarah.jane@demo.com l

Sarah Jane Ext 2424

None

mickey.smith@demo.com
Ext. 2223 Rose Tyler (badwolf@k9industries.com)

Mickey Smith
Mickey Smith (mickey.smith@demo.com)

d.noble@demo.com

Donna Noble Ext. 2010 Sarah Jane (sarah jane@demo.com)

SYNC REQUIRED

Saving this page will not automatically update the integration. When user mapping changes are saved,
the Global Admin must sync the integration to apply the changes to Teams.

Unassign integration licenses from users

1. Locate the user in the list.
2. Change the Microsoft Teams User drop-down option to None.
3. Click [Save].

The integration must be synced before the license can be assigned to another user.

© 2023 Cymbus, Inc. 13 °3 CymbUS



TEAMS CONFIGURATION

Once the integration is set up, voice calling is enabled in the Microsoft Teams app via the
native dial pad, allowing users to make and receive external calls with their own phone
number and extension on any Teams device.

See the Microsoft Teams Voice User Guide for details.

O\ SearCh

Q
Activity

Type a name or number

1 2
4 5
7 8
PQRS TUV

n Calls Phone Contacts

Work number: +18210

Your country code (+1) and extension

Only dial the extension

@ Don'tforward =

£2 WH-1000XM5 =

History

2490
' Outgoing

Rory Williams
Y Outgoing

£ = s, Jo Grant

s Outgoing

Ryan Sinclair

& B Missed incoming

Grace Jones

% Missed incoming

Grace Jones
¥ Incoming

Vesterday

Yesterday

Yesterday

Yesterday

Yesterday

g call

Call back

Remove from view
Add to speed dial
Add contact

Block

Contact groups +
Speed dial
Lauren K. Katie B.

Other Contacts
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Voice calling policies

When the integration is set up, a number of calling policies are added to your Microsoft
365 account, which any Global Admin can see in the Voice section of the Microsoft
Teams admin center.

Microsoft Teams admin center P

Calling policies

Dashboard

Calling policies are used to control what calling features are available to people in Teams. You can use the Global (Org-wide
Teams v default) policy and customize it or create one or more custom calling policies for people that have phone numbers in your
organization. Learn more

Users

3, Teams devices

Calling policies summary
Teams apps

Meetings - 3 12

Default policies Custom policies
g policies

Voice

Phone numbers

Operator Connect Group pelicy assignment

Direct Routing
+ Add 8 Manage users 15 items Q_ Search by name o]

Calling policies

Name T Description Custom policy As D
Call hold policies

- Global (Org-wide default) Default policy for users who aren't assigned to a policy. No
Call park policies
Caller ID policies LiveTeams-VM-MOHTEAMS Yes View use
Dial plans LiveTeams-VM-MOHEXT Yes View use
Emergency policies
9P LiveTeams-NoVM-MOHTEAMS Yes View use

Mobility poli

LiveTeams-NoVM-MOHEXT Yes View use
Voice routing policies

LiveTeams-NoVMOrForward-MOHTEAMS Yes View use
Voicemail policies
Auto attendants LiveTeams-NoVMOrForward-MOHEXT Yes View use
Call queues Cymbus2Teams-VM-MOHTEAMS Yes View use
(el Cymbus2Teams-VM-MOHEXT Yes View use
Resource accounts

Cymbus2Teams-NoVM-MOHTEAMS Yes View use
Locations

Cymbus2Teams-NoVM-MOHEXT Yes View use
Enhanced encryption p...

. Cymbus2Teams-NoVMOrForward-MOHTEAMS Yes View ud
Policy packages
= Planning . Cymbus2Teams-NoVMOrForward-MOHEXT Yes View ufien

Analytics & reports » AllowCalling No View use

Notifications & alerts.

WARNING

Do not make changes to Voice policies and templates in the Microsoft Teams admin center. Any
changes could break the integration and may be undone the next time the account is synced.

© 2023 Cymbus, Inc. 15 3 Cymbus
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EMAIL NOTIFICATIONS

The following email notifications may be sent to the Global Admin user to manage the
Alianza for Microsoft Teams integration.

ACTIVATE THE MICROSOFT TEAMS INTEGRATION

Name,

You have been invited to activate and manage the Microsoft Teams integration for the
[AccountName] account as the Global Admin. Please follow the steps below to get
started.

Enable the integration

1. Log in to the Cymbus Voice Portal.

2. Go to the Microsoft Teams page and click [Authorize] on the right to open the
integration portal in another tab.

3. Once the integration portal loads, click [Sync Now].

4. In a pop-up window, Microsoft will ask you to grant certain permissions for the
integration on behalf of your organization. Check Consent on behalf of your
organization, then click [Accept].

5. When asked to sign in, enter the email address and password for the Microsoft
Account for which you are a Global Admin user.

It will take a few minutes for Microsoft Teams data to populate in the Cymbus Voice
Portal. If you get an error or the user data doesn't load within 24 hours, please contact
your Cymbus administrator for assistance.

Map user licenses

Next, map voice users to Microsoft Teams licenses. If you need additional licenses,
please contact your account administrator.

1. Go back to the Cymbus Voice Portal.

2. On the Microsoft Teams page, identify which voice users should use an integration
license, then select their Microsoft Teams license from the drop-down menu on the
right. For users who do not have a Microsoft Teams license or should not use the
integration, select None or leave blank.

3. Click [Save] at the bottom of the page.

© 2023 Cymbus, Inc. 16 3 Cymbus
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4. Go back to the integration portal and click [Sync Now — Changes Queued] to sync
your changes.

5. When asked to sign in, select the Microsoft Account for which you are a Global
Admin user.

Once the sync is complete, the users who are mapped to Microsoft Teams licenses can
place and receive calls using their Business Cloud Communication service in the
Microsoft Teams app.

Ongoing management

Any Cymbus Admin user on the account can update user license mapping whenever
changes are needed. However, as a Global Admin in both Cymbus and Microsoft 365,
only you can sync the integration and apply the changes to Microsoft Teams. When a
sync is required, an email will be sent to you with instructions.

If you have any questions, please contact your Cymbus administrator for assistance.

Thank you,
The Cymbus Team

SYNC REQUIRED TO UPDATE THE MICROSOFT TEAMS INTEGRATION

Name,

User mapping changes made in the Cymbus Voice Portal are currently pending. Follow
the steps below to sync the data with Microsoft Teams.

1. Go to http://admin.teams.cymbus.com/.

2. Click [Sync Now — Changes Queued)].
3. When asked, log in to your Microsoft 365 account to authorize the sync.

You have received this email because you are responsible for managing the Microsoft
Teams integration for your organization. If you have any questions, please contact your
Cymbus administrator for assistance.

Thank you,
The Cymbus Team

© 2023 Cymbus, Inc. 17 3 Cymbus
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MICROSOFT TEAMS INTEGRATION SYNC FAILED
Name,
The most recent Microsoft Teams integration sync has failed. Please try again.

1. Go to http://admin.teams.cymbus.com/.
2. Click [Sync Now — Changes Queued].
3. When asked, log in to your Microsoft 365 account to authorize the sync.

You have received this email because you are responsible for managing the Microsoft
Teams integration for your organization. If you have any questions, please contact your
Cymbus administrator.

Thank you,
The Cymbus Team

MICROSOFT TEAMS INTEGRATION LICENSES HAVE CHANGED
Name,
The number of licenses for the Microsoft Teams integration has changed:

« Previous count: XX
« Updated count: XX

You can map any new licenses to users in the Cymbus Voice Portal.

You have received this email because you are responsible for managing the Microsoft
Teams integration for your organization. If you have any questions, please contact your
Cymbus administrator for assistance.

Thank you,
The Cymbus Team

© 2023 Cymbus, Inc. 18 3 Cymbus
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THE MICROSOFT TEAMS INTEGRATION WAS REMOVED

Name,

The Microsoft Teams integration has been removed from the [AccountName] account.
Users who were linked to Microsoft Teams licenses via the integration can no longer
make and receive calls using the dial pad in the Teams app.

A final sync must be performed to remove the configuration files from Teams.

1. Go to http://admin.teams.cymbus.com/.

2. Click [Sync Now — Changes Queued)].

3. When asked, log in to your Microsoft 365 account to authorize the sync and
complete the removal process.

If you believe the integration was removed in error, please contact your Cymbus
administrator for assistance.

Thank you,
The Cymbus Team

THE GLOBAL ADMIN USER HAS BEEN REASSIGNED

Name,

The Cymbus Global Admin user for the Microsoft Teams integration on the
[AccountName] account has been reassigned to another user, which means you are no
longer responsible for managing it.

If you have any questions about this change, please contact your Cymbus administrator
for assistance.

Thank you,
The Cymbus Team

© 2023 Cymbus, Inc. 19 3 Cymbus


http://admin.teams.cymbus.com/

GLOBAL ADMIN GUIDE

YOU ARE THE GLOBAL ADMIN USER FOR THE MICROSOFT TEAMS
INTEGRATION

Name,

You have been assigned as the Cymbus Global Admin for the [AccountName] account.
Because user data cannot be synced between systems automatically, you are
responsible for manually syncing the integration between Cymbus and Microsoft Teams
any time user mapping changes are made. When a sync is required, an email will be sent
to you with instructions.

If you are not a Global Admin in Microsoft 365, please contact your Cymbus
administrator for assistance.

Thank you,
The Cymbus Team

© 2023 Cymbus, Inc. 20 3 CymbUS
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TROUBLESHOOTING

The Microsoft Teams integration doesn't always return the most helpful error messages,
so here are a few common issues you might come across. If you can't resolve an issue
for your customer, open a ticket with your service provider and include a description of
the issue and the phone number(s) involved in the call.

CONFIGURATION DELAYS

Some elements of the configuration within Microsoft 365 can be subject to delays as
information propagates between different parts of the Microsoft system. This can vary
from day to day, so we recommend that you aim to carry out these steps at least 48
hours prior to your go-live date to allow for this.

If you get an unexpected error on any step, we suggest waiting 24 hours and trying again
before reporting a problem to Microsoft.

GLOBAL ADMIN DIDN'T RECEIVE THE INVITATION

The invitation to set up and authorize the integration is sent to the Global Admin when the
service is enabled on the account. If they haven't received the invite, ask them to check
their junk/spam email filters to see if the message was blocked. If it hasn't been
delivered, check that it was sent to the correct email address.

The invitation is sent to the email address listed in the user's settings. If necessary, you
can update their email address in User > Edit > Settings, then contact your Cymbus
service provider to resend the invitation.

If necessary, contact your Cymbus service provider to reassign the Global Admin user to
another user who has the necessary permissions.

GLOBAL ADMIN DOESN'T HAVE MICROSOFT 365 SUPERUSER ACCESS

If the user assigned as the Global Admin does not have superuser access in Microsoft
365, work with the organization to identify who does have that access, then contact your
Cymbus service provider to reassign the Global Admin to the new user.

GLOBAL ADMIN LOGGED INTO WRONG MICROSOFT 365 TENANT

To accept the invite while logged into a different Microsoft 365 tenant to the one being
configured, right-click and copy the [Sync Users] button link in the end user portal, then
paste it into a private browsing session to complete the process.

© 2023 Cymbus, Inc. 21 3 Cymbus



GLOBAL ADMIN GUIDE

NO POP-UP LOGIN WINDOW

When you click to sync the integration, Microsoft will ask you to log in via a pop-up. If you
don't see the window, your browser may be blocking pop-ups. Click the E& icon in the
address bar to modify your settings, or see the following articles for detailed instructions:

o Allow pop-ups in Chrome

« Allow pop-ups in Firefox

MICROSOFT USER(S) NOT SHOWING UP IN THE PORTAL

Has the Global Admin performed the first sync to enable the integration? While the first
sync is performed, the drop-down menu may be blank or incomplete. Wait for the sync to
complete before mapping users.

If a user is missing from the list, ask the customer to check the following:

« That the user has a Teams Phone license add-on or an E5 license. Users without
Teams Phone cannot use the integration. See Microsoft Teams Licensing.

« That the user does not have a Calling Plan on their Microsoft license. If they do have
a calling plan, it needs to be removed before they are eligible to use the Microsoft
Teams integration. See Unassign licenses from users.

DIAL PAD NOT SHOWING FOR USERS

An absent dial pad can be due to several different reasons:

« The user does not have an extension assigned to their account.

« Async has not been performed since the user was added to the portal.
« The user does not have a phone system license.

- Insufficient time has elapsed since the user setup was performed.

« Microsoft 365 has an internal error.

ERROR MESSAGE: UNKNOWN ACCOUNT ERROR

Users who receive an admin invite see the above error should try the following to resolve
the issue:

« Log out from all Microsoft accounts.

« Accept the invite in a private/incognito browser session.

« Ensure they are using a supported browser such as Chrome or Edge.

« Ensure any pop-up blockers are disabled.
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https://support.google.com/chrome/answer/95472
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting#w_pop-up-blocker-settings
https://help.cymbus.com/hc/en-us/articles/12587001174935
https://help.cymbus.com/hc/en-us/articles/12587001174935#CallingPlan
https://learn.microsoft.com/en-us/microsoft-365/admin/manage/remove-licenses-from-users?view=o365-worldwide

ERROR MESSAGE: APPROVAL REQUIRED

This message is most often seen where two-stage or Multi-
Factor Authentication has been applied on the Microsoft
account. It will require MFA approval from the Microsoft
Admin on the hosting domain where challenged.

ERROR MESSAGE: FAILED SYNC

GLOBAL ADMIN GUIDE

B Microsoft

user@their domain.net

Approval required
. myname@mydomain.com

This app requires your admin's approval to:

e Sign in and réad user profile

Sign in with another account

Cancel Request approval

Unable to activate domains for voice on Microsoft Office 365 because no unassigned

licenses were found.

During the initial setup and when performing the sync with the Microsoft 365 account,
there must be at least two extra unassigned Microsoft 365 Business or E1/E3/E5S user
licenses available temporarily for few hours. For details, see Microsoft Teams Licensing.

To resolve this issue, check your Microsoft Office 365 account under Billing > Licenses to
make sure two unassigned Microsoft 365 Business or E1/E3/E5 user licenses are

available, and then reattempt the sync in the Admin Portal.
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https://support.alianza.com/hc/en-us/articles/12265160310679-Microsoft-Teams-Licensing

GLOBAL ADMIN GUIDE

Ccymbus
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